Definition

Cyber Warfare & Cyber Terrorism

The premeditated use of disruptive cyber
attacks or disruptive activities, or the threat
thereof, against electronic equipment, com
puters and/or networks, with the intention t
cause harm or further social, ideological,
religious, political or similar objectives or to
intimidate any person in furtherance of suc|
objectives. It is an act of aggression carri
out through the use of malicious hardware,
software or circuitry against a nation, its
infrastructure or its businesses or citizens
that creates hardship, institutes fear and
uncertainty or causes undo harm.

From the Cyber Commander's Handbook
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The Second Amendment Also Covers Milit

TITLE 10 - ARMED FORCES

Subtitle A - General Military Law
CHAPTER 13 - THE MILITIA

Sec. 311. Militia: composition and classes
(a) The militia of the United States consistg
all able-bodied males at least 17 years of
and, except as provided in section 313 of
32, under 45 years of age who are, or who
have made a declaration of intention to be-
come, citizens of the United States and of
female citizens of the United States who arp
members of the National Guard.
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Much attention has been given to cyber attackd as o
late. The truth is that given the increased coriple
and frequency of cyber attacks, our nation’s firanc
stability, growth and security are at risk. Whitany
investigations have been unable to attribute the at
tacks to their source, other investigations haeatid
fied numerous extremists and activists associatéd w
these attacks. This has led to increased concerns
about the integrity of critical information infragttures within countries around the
world. There are recent reports that extremistgaling up arms, including cyber arms,
against their governmengsDissatisfaction with current conditions and theitional
leadership is said to be behind these disturbitigras
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Legal authorities agree there are gray areas #inég ine between activism on the one
hand, and terrorism and hostile action againstvammnent on the other. When you in-
clude the use of cyber attacks in the equationlinleequickly expands to an area of gray.
The legal framework for analyzing the use of cydrens has been called a blur and be-
comes even more out of focus when you add the aodtigls and irregularities sur-
rounding the use of cyber weaponry to launch astatlursuit of the ideologies of these
groups. Many activists, extremists and terromsu@s have taken to using cyber arms or
cyber weapons against their targets. Perhaps diséintriguing question that surrounds

ofacts of cyber aggression (cyber attacks) is —tag protests, criminal acts, terrorist at-

alge
tle

tacks or acts of war? In the last several yehesethas been a debate as to whether cy-
ber weapons should be included in the definitiowe&pons of mass destruction
(WMD).iy Unlike WMDs, cyber weapons require no restriagtetiard to acquire mate-
rials — only a computer and network connectionaddition, unlike WMD, the knowl-
edge to create a cyber weapon is much more widgljable. In fact, you don’t have to
develop cyber weapons; you can buy or rent them.

Working Definition of Cyber Arms

The first step in effectively analyzing and estsitilng a legal framework for cyber at-
tacks is to develop a definition of “cyber arm$”or purposes of this article, cyber arms
(aka cyber weapohsre defined as any computer or microprocessdralted piece of
hardware, software or code that is used as arumsint or instrumentality of attack or
defense against an adversary. A cyber weapotois ased to apply force for the pur-
pose of combat or protest. A cyber weapon usagb@pmmunications or the execution
of malicious software or code to harm or incapaeitatarget. It also includes any digital
asset that is used to outwit or get the bettenaj@ponent.

Cyber attacks and the weaponry used to carry esetattacks now have an operational
range from a common form of protest, to attack bajpias that have placed their impact
in the WMD category. In fact, the former Directdridational Intelligence referred to
cyber weapons as being considered to be includdekilVMD class of weaponi.



The Right to Bear Cyber Ar

The cyber arms race really began in 2006 with atweatdozen countries involved in
their development and use. In 2007, the numbeowiities developing cyber weapon
increased by 450%. When you consider that crimrongénizations, extremist groups
and terrorists have also entered the cyber arnes tiae picture becomes bleaker. Cyb
arms have proliferated around the globe and arepaytvof arsenals in 150 countries,
30 of which have designated cyber units withinrthalitaries@v) Today, there are an
estimated 200+ countries, terrorist groups, critnémerprises, extremist organization
and activist factiong) Military and intelligence services around the ldare trying to
monitor the development and sale of cyber weapmsiell as what group or groups
are actually behind cyber attacks. A number ofegoment agencies are interested inj
learning the capabilities of cyber weapons andrtentions of activists and extremist
for using such weapons.

Key Questions Remain Unanswered

The growth of cyber weapons has changed the réilesgagement. There are ques-
tions that must be addressed by Congress and gogatal departments as well as in-
ternational law. For example, does knowingly allmywour (a U.S. Citizen’s) com-
puter to be used (Opt-In BotNet) as a bot in a &tatimat attacks the critical infrastruc-
ture of the United States or any component of theeghment or military constitute tak
ing up arms against the country? Historically letgrare built on compromised, bot-
infected computers that are unwitting participantan attack. It is this aspect of bot-
nets that has fundamentally changed. The newcjggation model referred to as Opt-If
botnets raises new questions and concerns. Thén@ptnet model has the owners o
the computers knowingly installing botnet softwaretheir systems and choosing to
participate in coordinated attacks sometimes wigndption to choose the target categ
ries they wish to participate in. Cyber campaiaia attacks) that relied on “opt-in
botnets” and crowdsourcing tactics are said to leeen fairly successful. What one
expert called “alarming” was the fact that resedrab identified three Twitter account
five Yahoo! Mail accounts, twelve Google GroupgjheiBlogspot blogs, nine Baidu
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FACTS

The second amendment was
adopted on December 15, 1791
along with the rest of the Bill of
Rights. It consists of a mere 27
words with very clear and direct
meaning.

The 2nd Amendment covers a well
regulated militia, being necessary
to the security of a free state, the
right of the people to keep and
bear arms, shall not be infringed.

The Brady
Handgun Violence Prevention
Act

Imposed, on an interim basis, a
five-day waiting period and back-
ground check before a licensed
gun importer, manufacturer or
dealer can sell or deliver a hand-
gun to an unlicensed individual.

D-

President Obama’s Position

President Obama, when a Senator
and a former constitutional law
instructor, reportedly said with

blogs, one Google Sites and sixteen blogs on aythat are being used as part of teyeqard to the 2nd Amendment -

Opt-In botnet attacker’s infrastructure.

Source: ZDNet http://www.zdnet.com/blog/security/attackib&-opt-in-botnets/6268

It is clear that DDoS attacks and other cyber waapmse a national security risk.
Given that cyber weapons are now said to be camgbas weapons of mass destruc:
tion, is it illegal to create one or have one onrycomputer or on a CD? These are i
teresting questions given that the proposed LiebefBrown Bill (“Terrorist Expatria-
tion Act”) calls for updates to Section 349a of thmmigration and Nationality Act for

think there is an individual right to
bear arms, but it's subject to com-
monsense regulation” like back-
ground checks, he said during a
news conference.

“The notion that somehow local
jurisdictions can't initiate gun
safety laws to deal with gang

the 21st Century. Under current law, any Americiéimen that makes a formal declarg-bangers and random shootings on

tion of allegiance to a foreign state, serves ahmed forces of a foreign state if suc
armed forces are engaged in hostilities against/tiied States, or commits any act o
treason against the United States can have thieemship taken away.

the street isn’t born out by our
Constitution .”
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This is commonly referred to as expatriation. pheposed changes would expand thg

prohibited actions to include material support tat& Department recognized terrorist
organizations or actively engaging in hostilitigmimst the United States.

What about cyber attacks? Activists and extrengigtssaid to have already engaged
government web sites via cyber attacks. What atyher weapons? Does an individ
ual or business have the right to defend their sieb(aka return fire) if they are at-
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FACTS

In the last 12 months there has
been a prolific production of 25
million new strains of malware
compared to a combined total of 15
million throughout the past 20
years.

tacked or to use this as a form of protest? Theees to be a unique mental model th
has developed about the use of cyber weaponsaitkaih enemy. They appear to be
less hesitant to use these weapons and launchsattemn they are when it comes to
conventional weapons. This is what makes the ggdtwthe “cold war” wrong. Cybe
arms are substantively different. In cyber sp#uere is no mutually assured destruc-
tion (MAD) given some countries that have cyber pages do not depend on the Inter;
net like the U.S. does. The closest thing to MALEhie implications of globalization/
global finance and the negative impact on the i®gdonomy. This is new; it is dif-
ferent and requires a new approach and cognitiveeindr his is what makes research

ing the laws governing cyber attacks and mentaletsoof those behind the attacks angd

those being attacked so critical. These law andetsowill provide the insight needed
to develop international doctrine that frame the ofscyber weapons.

Conclusion

We live in the digital age and the dangers we fem® cyber weapons is only dwarfed
by nuclear and biological weapomis. The Second Amendment to our Constitution is
the part of the Bill of Rights and protects ouhti¢gp keep and bear arms. Does this
include cyber weapons? Given the events that dmgady taken place in 2010, it is
certain that this is a question that will findway to the Supreme Court sooner or late
An international military/legal framework that deatlith these issues and the realities
of the modern world needs to be constructed arabkstied. Given Richard Clarke’s
stark warning of an "electronic Pearl Harbor," thated States must recognize that a
full-scale cyber attack could cause death and ulesin across the country within 15
minutes of launch, we must act quickly. The issafesyber arms, cyber weaponry,
cyber warfare and attack are just a portion ofragr@hensive program that must be
expeditiously developed and implemented if we angrbtect ourselves against this

growing threat. Let'’s face it: modern conflicewinclude the use of cyber arms and§

the rules have changed.

Google Exposes a Cyber Attack on Viethamese Atsivis
http://blogs.discovermagazine.com/80beats/2010108{®gle-exposes-a-cyber-attack-on-viethameseisistv

Leftwing Extremists Likely to Increase Use of Cyldtacks over the Coming Decade
http://lwww.fas.org/irp/eprint/leftwing. pdf
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During the last few years, the num-
ber of vulnerabilities being discov-
ered in applications is far greater
than the number of vulnerabilities
discovered in operating systems.

The SANS Institute

DARPA wants to develop what
equates to a Digital genome of
Digital DNA for cyber weapons as
well as observed and inferred phe-
notype in order to determine the
identity, lineage, and provenance
| of digital artifacts and users.

Cyber attacks hit 75% of enter-
[ prises in 2009 according to a 2010
report issued by Symantec.

Research and analysis suggests
that by the end of 2009 approxi-
mately 1/3 of all computers have
been compromised and part of bot-
nets.

In February 2010, NetWitness an-
nounced that its analysts had dis-
covered a dangerous new ZeuS
botnet affecting 75,000 systems in
2,500 organizations around the
world.
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Recent Incident Q2 2010 — Three separate incidents have occwinede cyber secu-

rity/cyber warfare specialists have been targetsadf attacks. One had their security
consulting business’ web site cloned and the tdwrindividuals were professionally
defamed and subjects of cyber character assignation

Recent Incident Q1 2010 - An activist group known as “Anonymoleinched cyber
attacks that temporarily blocked access to key raliah government web sites. The
group was protesting the Australian government @seg filtering of the Internet withinj
the country.

Authors

Gary Claytons CEO of the Privacy Compliance Group, Inc., aadatinagement con-
sulting and technology company whose clients ineledrtune 500 and other leading
companies and governmental agencies. Gary hassesgéezxperience with privacy
management in the United States and in over fifiyntries around the world. Gary has
been actively involved with industry groups on ssinvolving the prevention of iden-
tity theft, consumer fraud and the protection afspeal data. Gary assisted the U.S.
Department of Commerce on the Safe Harbor negotisfbetween the United States
and Europe, the Article 29 Working Committee in Eneopean Union, and global date
management projects. He has testified before Cengned various state legislatures
and has briefed the White House, the U.S. Congtiesd).S. Departments of Defense,
Homeland Security, Transportation and Commercerimaqy and data protection is-
sues, particularly those related to the Europeanruand the Asia Pacific. In 2003, he
assisted the Department of Homeland Security imti@gpns with the European Union
on the transfer of passenger data.

Kevin Colemaris a Senior Fellow with Technolytics and authofTie Cyber Com-
mander’s Handbook.” He has personally briefed @@eboards of directors and spokeh
at numerous corporate and industry events on ergengsk and cyber security. He ha
twice briefed U.S. StratCom and participated intiplé cyber threat studies for the
intelligence community and other government orgations. His work on cyber terror-
ism is referenced in the U.S. Army’s Cyber Operaiand Cyber Terrorism Handbook
as well as their Critical Infrastructure Threatsl drrrorism Handbook. He has testi-
fied twice before Congressional Commissions, bdefeer fifty members from the U.S
Intelligence Community, presented on cyber terrorég the United Nations, as well as
briefing numerous Wall Street analysts on the imphcyber warfare on the defense
industry. Most recently Coleman has turned hisnditbn on the international policy
issues that surround acts of cyber aggressiors ifibiudes addressing the use of cybqr
attacks as an instrument of foreign policy and c@o#ivism / hacktivism as a means o
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FACTS

Current cyber weaponry has the
ability to operate in 36 different
attack vectors.

China has the most mature cyber
arsenal followed by the United
States and Russia.

Cyber attacks can lead to the dis-
organization of the command and
control system, reducing an en-
emy’s combat potential by an esti-
mated 50% and more.

2009 saw a significant rise in the
number of politically motivated
cyber attacks.

Cheap cyber weapons are seen as
a neutralizer of expensive kinetic
weapons systems.

Social networking sites have be-
comes tools used to recruit, com-
municate and organize, as well as
prime targets for cyber attacks.

The cyber battlefield is the private
sector infrastructure operated by
commercial IT organizations.

political expression. In addition, he has investiigl and reported on technology regulg-

tion, international cyber law and ethics regardimgacquisition and use of cyber wea
ons.
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(i) “Leftwing Extremists Likely to Increase Use of Cyktacks Over the Coming Decade,”
Office of Intelligence and Analysis, Dept. of Homedtl Security, (Jan. 26, 2009);
Available athttp://www.fas.org/irp/eprint/leftwing.pdf

(i) Congress has defined the term “weapon of massudtistn” in 18 U.S.C. 2332avhich pro-
vides:
(2) the term "weapon of mass destruction" rsean

(A) any destructive device as defined in sectigh 6f this title;
(B) any weapon that is designed or intended teeaeath or serious bodily injury
through the release, dissemination, or impacbxittor poisonous chemicals, or their
precursors;
(C) any weapon involving a biological agent, tQ»an vector (as those terms are de
fined in section 178 of this title); or
(D) any weapon that is designed to release radiati radioactivity at a level danger
ous to human life;

(iii) Statement from interview on the Charlie Rose SHamterview of Mr. Mike McConnell,
Director of National Intelligence,” PBS, Jan. 8020

(iv) Kevin Coleman, “Private Sector-Military Collabomati Vital to Confront Cyber Threats,”
Defense Tech, available at http://defensetech.6i@®4/19/private-sector-military-
colaboration-vital-to-confront-cyber-threats/.

(v) “Leftwing Extremists Likely to Increase Use of Cyltacks Over the Coming Decade,” .
(vi) Rick C. Hodgin, “FBI ranks cyber attacks third mdangerous behind nuclear war and

WMDs”, TGDaily (Jan. 7, 2009); available at httpWw.tgdaily.com/security-features/40861-
fbi-ranks-cyber-attacks-third-most-dangerous-befrindlear-war-and-wmds.

(vii) Medina Sood, “U.S. May Face Cyber Attack Says Ridi@arke,” (May 8, 2010)avail-
able athttp://topnews.us/content/219583-us-may-face-cyieek-says-richard-clarke
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FACTS

Panda Labs research found that
there were over 25 million new
strains of malware (the most com-
mon cyber weapon) released in
2009.

In October 2009, the Chief of the
United Nations telecommunica-
tions agency stated that the next
world war could take place in cy-
berspace.

Dave DeWalt, CEO of McAfee
noted a shift from espionage and
attacks on government infrastruc-
ture to an offensive on structures
that are "commercial in nature"
has taken place.

An excerpt of this executive white-
paper was published in volume 68
by Eye Spy Intelligence Magazine
out of England.

Cyber Self Defense

http://www.gsnmagazine.com/articl
e/20967/cyber_self_defense



